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1 Executive summary 
SESAR WP15.4.5 is tasked with the implementation of enhancements into the ADS-B 
ground based surveillance system to address known security and integrity limitations of the 
core ADS-B technology [1]. It is planned that the enhanced ADS-B ground system will offer a 
sufficiently robust service so that it can augment existing radar services within High Density 
TMA type airspace. 
 
WP15.4.5b will develop three pre-industrialisation prototypes of the enhanced ADS-B ground 
system, termed First Iteration, Second Iteration and Third Iteration. Each Iteration 
corresponds to a separate SESAR CONOPS and Prototype First Iteration is aligned with 
SESAR Time Based Operations CONOPS [1]-[4].  
 
This report assesses the security limitations within an unencrypted broadcast technology 
such as ADS-B and describes the WP15.4.5 selected enhancements to the ADS-B ground 
system to address these limitations. The enhanced ADS-B ground system will comprise 
interconnected remote ADS-B groundstations and a central SDPD system.  
 
WP15.4.5b contains three ADS-B groundstation suppliers; Thales Air Systems, Indra and 
Selex and one SDPD supplier, EUROCONTROL. Each supplier has implemented different 
security enhancements into their element of the Prototype First Iteration enhanced ADS-B 
ground system and these are defined within its Baseline Matrix and elaborated within this 
report [5].  
 

Six areas of security enhancements were selected for incorporation with WP15.4.5b 
Prototype First Iteration, with different manufacturers implementing different enhancements 
within their elements of the enhanced ADS-B ground system [5]. Enhancement functional 
areas for incorporation into Prototype First Iteration comprised: 

1. Integration with WAM 

2. Angle of Arrival Measurement 

3. Position vs Velocity information validation 

4. Power measurement & range correlation  

5. Time of Arrival vs Distance validation 

6. Multi-Sensor target report validation within the SDPD 
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2 Introduction 

2.1 Purpose of the document 
This document gives an overview of the enhanced ADS-B ground system specified within 
SESAR 15.4.5b Prototype First Iteration [1] and a summary of the security weakness and 
limitations within the basic ADS-B technology. It details the enhancements implemented into 
Prototype First Iteration to counter the described security issues.  

2.2 Intended readership 
The audience of this document includes: 

 Projects 15.04.05.a and b, 

 SJU projects that may require ADS-B Surveillance Systems for their validation 
activities. 

 SESAR ANSP’s planning to implement basic ADS-B systems into their ATM system. 

2.3 Inputs from other projects 
Input documents in the form of system specifications, interface specifications and test 
specifications for the enhanced ADS-B ground system from 15.4.5a. 

2.4 Structure of the document 

 Chapter 1:  Executive Summary 

 Chapter 2:  Purpose and scope;  

o enhanced ADS-B ground system overview, 

o enhanced ADS-B groundstation overview  

o enhanced SDPD overview 

 Chapter 3:  ADS-B security issues 

 Chapter 4:  ADS-B security enhancements;  

o Integration of ADS-B and WAM,  

o Angle of Arrival,  

o Position vs. Velocity check,  

o Power measurement and range correlation,  

o SDPD Multi-sensor consistency validation 

 Chapter 5:  References 
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2.7 SDPD system overview 
The Surveillance Data Processing & Distribution system (SDPD) receives aircraft data from 
individual surveillance sensors, including ADS-B 1090 MHz Extended Squitter Ground 
Station, and serves fused surveillance track updates to client systems such as Controller 
Working Positions (CWP). Aircraft data updates contains measured or reported 2-D 
horizontal position, reported altimeter altitude, velocity, status and other information 
extracted from aircraft onboard systems and received by ground based surveillance sensors 
[3].  
 
The primary function of the SDPD is to present an accurate and complete air situation 
picture in ASTERIX Category 062 to its client systems. The CAT 062 picture is composed of 
input surveillance target report data received in ASTERIX Categories 048/001 (radar), 020 
(WAM) and 021 (ADS-B) target messages and fused into a composite air picture [3].  
 
The SDPD uses the input service messages in ASTERIX Categories 034/002 (radar), 019 
(WAM) and 023 (ADS-B) to determine the validity of the separate surveillance system 
supplied target data stream and hence to discard or include each particular surveillance 
target data stream. 
 
The EUROCONTROL ARTAS product was selected as the SDPD element within the 
enhanced ADS-B system and is designed around four main functions [3];  

 The TRACKER processes the input surveillance information (from the surveillance 
sensors) and maintains the Track Data Base, 

 The SERVER performs the Track Information Service i.e. the management of all 
requests from Users and the transmission of the relevant sets of track data to these 
Users. It will also execute the so-called inter-ARTAS cooperation functions. 

 The SYSTEM MANAGER performs the functions related to the supervision and 
management of the ARTAS Unit, 

 The RECORDING function will record selected data related to the operational use of 
ARTAS.  

A functional block diagram of the ARTAS SDPD system is shown in Figure 4 [3]: 
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The enhancements implemented into the ARTAS SDPD product within WP15.4.5b are located within the TRACKER and SERVER functions, 
highlighted in Fig. 3. The enhancements improve the SDPD’s ability to discriminate false ADS-B targets from real aircraft and to either 
discounter these from the tracking process or flag them appropriately for display to an ATCO at a Controller Working Position.
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The main security issue with ADS-B technology is that the ground system is completely 
dependant on the integrity of the transmitted information contained within the received and 
decoded ADS-B messages [8]. The transmission of misleading ADS-B information can be 
derived from two separate sources: 

The deliberate transmission of false ADS-B messages from an airborne or ground based 
transmitter which produces ADS-B 1090MHz Extended Squitter messages formatted in 
accordance with the ADS-B MOPS specified within ICAO Annex 10 and not 
corresponding to real aircraft  

A real aircraft with a mal-functioning transponder/transmitter which broadcasts incorrect 
and hence false ADS-B messages, possibly in-addition to its correct ADS-B message 
set.  

The impact of the broadcast of false ADS-B messages causes the performance of the ADS-B 
surveillance technical service to be reduced, as real and false target are now present within the 
delivered surveillance service.  

The presence of the false ADS-B targets has three negative effects on the supplied surveillance 
service: 

1. Increases Air Traffic Controller (ATCO) workload, as the ATCO may have to issue
avoidance instructions to real aircraft to avoid a false ADS-B target displayed on the
Controller Working Position display. This avoidance action is required as the controller
has presently no means to determine if the displayed ADS-B target is a real aircraft or a
false target in a non-fusion tracker ATM system. The increased ATCO workload could
lead to reductions in airspace capacity in certain ATC sectors and hence a lowering of
the ATM system efficiency levels. In an extreme scenario it could result in the ADS-B
surveillance service being withdrawn from operational usage, resulting in the
implementation of ATC Unit procedural control and hence great loss of airspace load
capacity in the affected ATC sectors and resultant aircraft delay and flight cancellation
implications.

2. The presence of identified false ADS-B targets would lower the confidence of the ATCO
using the service to control real aircraft, again leading to the withdrawal of surveillance
service from operational usage with the negative effects described above.

3. The presence of false ADS-B messages from mal-functioning Mode S
transponders/transmitters may prevent the successful decoding of the real ADS-B
message from the aircraft and hence prevent real aircraft tracks being displayed to the
controlling ATCO. The ATCO would be unaware of the lack of real aircraft tracks and
may instead be controlling aircraft using false ADS-B information, with the potential for
safe separation minima erosion between pairs of real aircraft.

The first two of these issues reduce the efficiency the supplied ADS-B surveillance service 
operations and may necessitate the withdrawal of its usage. Hence this type of event is termed 
a ‘denial of service attack’. An alternative term for this injection of false ADS-B targets into the 
surveillance service is a ‘spoofing attack’, as the surveillance system is spoofed or misled into 
the true nature of the received false ADS-B messages. 

The broadcast ADS-B messages from the aircraft may be used for inappropriate or malicious 
purposes as they contain aircraft identification information, 3-D position and intention 
information and ADS-B messages are broadcast without any form of encryption. This security 
threat is inherent in all types of unencrypted broadcast technology, as it is located at the Air 
Interface and hence is declared as outside of the scope of the WP15.4.5 enhanced ADS-B 
ground system. 
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3.2 Denial of Service – GPS/GNSS jamming 
ADS-B is dependant on GPS/GNSS signals for horizontal position information, as shown in 
Figure 4. Therefore, jamming of input GNSS signals i.e. GPS would prevent the GNSS onboard 
reception function from producing horizontal position information for broadcast by the ADS-B 
messaging function.  

The availability of the GNSS function is however declared as outside of the scope of the 
enhanced ADS-B system, as it is an avionics issue rather than one located with the ADS-B 
functionality and hence is not addressed by WP15.4.5. 

3.3 Denial of Service – Communication Network level 
A security issue present within the use of ADS-B surveillance data, in common with all other 
types of surveillance system, is that the information may be intercepted between the remote 
ADS-B surveillance sensor and either central elements of the enhanced ADS-B ground system 
or client systems of the groundstation such as a display or Surveillance Data Processing system 
on the ground communication network and used for inappropriate or malicious purposes. 
However, this security threat should be countered on the communication network level and is 
declared as outside of the scope of the enhanced ADS-B ground system. 
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4.3 Angle of Arrival 
False ADS-B plot broadcast from either an airborne or ground-based transmitter could feature a 
direction of arrival to the enhanced ADS-B groundstation which was in variance with the 
direction of arrival calculated from the reported position information contained within the ADS-B 
message. This scenario is shown schematically in Figure 6: 

Figure 6.  Angle of Arrival validation mitigation 

Determination of the real angle of arrival (Ө1), within a user definable tolerance and comparison 
with reported direction (Ө2) would enable the false ADS-B plot to be flagged as invalid after a 
user defined number of consecutive results and hence discounted for use within the SDPD MST 
[5].  

It should be noted that the AoA determination method is a validation technique and hence is not 
foreseen for other uses. Therefore, the measured angular accuracy will be considerably less 
accurate than a radar source for example. 

4.4 Position vs. Velocity check 
Inspection of the evolution of time-stamped ADS-B positions within a single aircraft track can be 
used by the enhanced ADS-B groundstation to derive a velocity value for the individual aircraft 
[1], [5].  

This is shown schematically in Figure 7, with the velocity value calculated between pairs of time 
evolved position reports: 
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4.6 Time of Arrival in ADS-B transmitter position localisation 
In a network of interconnected ADS-B groundstations a single ADS-B message broadcast from 
an aircraft is received at different times at different receivers, with the time of arrival being 
directly dependant on the distance from the groundstation to the aircraft.  

If the Time of Arrival of the ADS-B message is accurately recorded at all of the ADS-B 
groundstations then this information could be collated, either within the groundstation or in a 
central server function and used to localise the position of ADS-B message transmitter through 
calculation [1].  

When the same 1090 Extended Squitter message is received by multiple remote sensors, the 
ToA/Distance Validation Function receives multiple position reports for the same target, differing 
in their time of arrival dependant on the distance of the target from the corresponding sensor. 
Thus, the sensor nearest to the target will provide a position report at an earlier point in time 
than the other sensors and so on. In this way, the following validity conditions apply for each 
incoming 1090ES position message: 

Time of Reception of position message in the nearest sensor is less than the Time of 
reception of the same position message in the second nearest sensor. 

Target Distance from nearest sensor is less than Target Distance from second nearest 
sensor.  

ADS-B messages which did not feature the correct Time of Arrival to reported position 
relationship would be flagged as ‘inconsistent TOA/distance’ and hence may not be used within 
the SDPD MST process.  

4.7 SDPD Multi-Sensor Consistency Validation and ASTERIX 
interface modifications 

The final mitigation against false ADS-B plots being injected into the enhanced ADS-B ground 
system is that all ADS-B plots flagged as NOT_VALIDATED and NOT_VALID can be processed 
in three ways within the SDPD Tracker function, either: 

a) Discounted from the MST track creation process

b) Flagged for appropriate display to the ATCO on a Controller Working Position, using
ASTERIX 062.

c) Have appropriate weighing attached to the different mitigation mechanisms, dependant
on how reliant they are on external influences and these weighting factors used as
factors to influence the plot creation process.

ADS-B plots flagged as VALID will be input into the ARTAS Multi-Sensor Tracker and hence 
contribute to the track creation and maintenance process in the normal way.  

To enable this final security mitigation process to be implemented the validity flags from the 
implemented mitigation techniques must be incorporated into ASTERIX Category 021 for the 
ADS-B target reports and CAT 062 for the System Track Data plots. The required security 
modification requirements are captured in the Interface Specifications for First Iteration [4]  
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