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GNSS is ubiquitous 747 SESAR

PNT TECHNOLOGY DRIVERS PYRAMID
 Mass market consumer
. h AUTOMATION AND
solutions ~\ ¥ AMBIENTINTELLIGENCE
 Transport safety- and
liability-critical
solutions oS0
. - 900 R
* High precision and _ usiourry .
.. . O outdoor positioning m
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ACCURACY @ and other users
PMT data at dedmetre
lewed, available everywhere, SECURITY
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pasitioning, induding
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GNSS in (future) aviation % /7 SESAR

e Surveillance (ADS-B)
e Positioning and /,(
navigation RN
 Auto-landing ’3"::__‘____“‘“‘“__.
* Synthetic vision during & %é
poor visibility T — —
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Jamming = =

“Make (a broadcast or
other electronic signal)
unintelligible by causing
interference.”

Source:
https://www.jammer-
store.com
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Jamming # % SESAR x

Jamming Power vs Jamming Range (White Noise Jammer)

“Make (a broad- cast or il e
other electronic signal) :w(m)) I .
unintelligible by causing |

interference.”

Jamming Power (W)
]

Range (m)

Legend:

+ NOTAM not older then 250 days
* Differant fxom original

= Beginning of the moasage

TR
EFIN - FINLAND ¥

“We wanted to get this

NN intelligence to airlines and
aus NORTH O €70 "oy 2038 . .
| maete ors ST ™ other aviators for security
A RNINGS e 29 0T 2N8- reasons, o
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GNSS FREQUENCIES INTHE L BAND

GNSS principles “ % SESAR

e ~20000km distance

* very low power at
receiver HﬂEﬂﬂ_/ / v

+  DSSS sprovide R Y A

BeiDou B GPS B Galileo B GLONASS

robustness towards
jamming
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GNSS robustness to Jamming “#% SESAR x

Amplitude

Direct-sequence Spread
Spectrum system:

1 ° N a r rOW b a n d i n fo r m a t i O n Step 1: The original, narowband informc;tion signal. >Frequency
signal
2. Spreading with PRN code ‘C’ _
spreads signal’s bandwidth
¢ sap 2 e oot s o o ]
D
CaD

Step 3: The received signal is multiplied with the

Carrier spreading code, causing the narrowband noise to
be spread, and the wideband information signal to
be despread.

GATEMAN Workshop (8th SID)
© 2018 — GMV, ISMB, TUT. All rights reserved. Licensed to the SESAR Joint Undertaking under conditions.




GNSS robustness to Jamming “#% SESAR x

Direct-sequence Spread
Spectrum system:

1. Narrowband information
signal

2. Spreading with PRN code ‘C’
spreads signal’s bandwidth

3. Interference and noise is
added during transmission

4. Despreading of signal with
interferer and noise with
known PRN code

5. Recovers original signal, while
power of interferer and noise
in actual band of signal is
reduced

GATEMAN Workshop (8th SID)
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Amplitude

. Frequency
Step 1: The original, narowband information signal.
Amplitude
. Frequency
Step 2: The information signal is spread over a wide
frequency range with the spreading code and
narrowband noise is added by the channel.
Amplitude
. Frequency

Step 3: The received signal is multiplied with the
spreading code, causing the narowband noise to
be spread, and the wideband information signal to
be despread.

GPS process gain: 30dB
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Impact of jamming on GNSS receiver SESAR x

A

1. Low jamming power Iéd(;aa_r_n_!iffectwe CNO_for jammer types and jSR
—————— © 8, BRSNS ~§‘ IRVOREE
-> no effect 5ol a . o
Q “ﬁ\:
2. Medium jamming power N 40 oo jammer 8, 3
- -0-AM e e w e
-> CNR decreases @ 30 chirp N
S -o-FM * . AN
. . . 20 - : o 9
Y -o-Dual-Chirp . 0 .
3. High jamming power 5 |-murcniy
. ey (=) |-e-Borio Chirp . 1
-> acquisition & Z | o-DME jammer "
k' / U 0 e-Narrowband 1kHz :
-e-Double-Tone AM
traC Ingfal 5 =10 .o-Double-Tone FM R
20 o Narrowband 1MHz| | | S
-30 -20 -10 0 10 20

JSR (dB)
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Jamming signals 747 SESAR
oMV i =
Type Comment Spectrum Spectrogram
Chirp Very common, m |
intentional  R——
Narrowband Common, typ. z"“ [
(CW) unintentional 5m
NB Noise Intentional, typ. :
narrowband, if
wideband military
NB Pulsed

combinations & see STRIKE project
more complex
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Many jamming signals 47 SESA

* FMsignal Types of Chirp Signals STRIKE3.

j(£) = y/Pysin (2mfyt + Bsin(2mfyt) ) T ——

e Generic saw-tooth

chi rp. Wide sweep - slow Wide sweep -
M sy e "'"' medmm VR cameeran

P

j(t) = /P;sin2rf;t + wky,k t? + 6))

sweep

- et ras
PR - e sane Cranana

Triangular wave

-

re s omnn

 Generic signal with
frequency dependent

part f q(t) . Sawtooth Hooked sawtooth
’(‘\A.ult‘i-tc;né y
CERGAL2017 M. Poloskey Slide 17

GATEMAN Workshop (8th SID)

© 2018 — GMV, ISMB, TUT. All rights reserved. Licensed to the SESAR Joint Undertaking under conditions.



Actions towards jamming /7 SESAR x

e Detection
e (Classification

No additional
action taken

o Direction fin din g/ | Choose from the following actions (designer (.iependent}

Y Y | Direction Finding or Localization
Localization — e
find the direction of the Jﬁt'un:t:;:in't;rfw <::|:| Classification (optional)
interference)

H | d

Mitigation (i.e., mitigate

* Mitigation

YES

Beamforming to nullf Anihilate or remaove the the interference effects
block the direction of interferers (e.g., through interference
interferers governmental action) mitigation or interference

@ncellation techniques)
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Jamming detection

Binary hypothesis testing
HO:  r(n) =s(n) + wn)
H1: r(n) =sn) +jn) +whn)

Generalized likelihood ratio
test:

* Accept H1 if
max p(r|H, 61)

>
max p(r|Ho, 6o) !
0

T ... test statistic
y... detection threshold

GATEMAN Workshop (8th SID)
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. Roelte_
gV e
04
_Ho
0.35 —H,
~ Threshold
03 -
0.25 -
0.2
0.15 - Pd
0.1 \
|
0.05 R
R b P
i fa
0 I :'.':;f:'::- . | |M\ |
-10 -8 -6 -4 -2 0 2 4 6 8 10

Test Statistic Level

Py = Pr(T > y|Hy)
Pro = Pr(T > y|H,)
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Jamming detection "4 SE3AI

* Front-end techniques * - A

e Pre-correlation o
techniques 50
0.15 - Pd
e Post-correlation |

. 0.05 S
techniques | -/ S -

-10 -8 -6 -4 -2 0 2 4 6 8 10

 Navigation techniques

GNSS Receiver
%// Front-end Pre-.
Techniques correlation
1 Techniques

PVT
Solution

Front- Acquisition
o g I Meodule
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Jamming detection /% SESAR x

R

 Front-end techniques o — o T =

035 —H,

* Pre-correlation techniques .. ) ~vesrals |

* Post-correlation
techniques P,
. . . 0.1 \
* Navigation techniques 1
0 . .‘ oL hmmf‘fa J

Test Statistic Level

- Most detectors rely either GNSS Receiver
on test statistic based on 7 re

Front-end

/ . correlation Navigation
1 . PO wer /evel Techniques Techniques Techniques Technigues

2. Distribution of power level
Front- ADC ?Acquisiﬁon - /
e i

Navigation PVT
Module Solution

i

Module
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Jammer detection (cont’d) /% SESAR x

1. Power level
Front-end = AGC level

AGC Detector

AGC Gain

Jammer is ON

0 1 1 1 1 1 1 1 1 1
0 2 4 6 8 10 12 14 16 18 20

Time (ms)
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Jammer detection (cont’d) 47 SESAR x

1. Power level — time domain

Pre-correlation = time average of power, results in
Time Power Detector (TPD)

Time Power Detector (window=5ms)

130
125
J N E120
1 . sy 2
- ; Jammer ON
U=1}{n=1} 2110
105 - \
100 1 1 1 1 1
0 5 10 15 20 25

Time (ms)
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Jammer detection (cont’d) 47 SESAR x

1. Power level — frequency domain (STFT)

Pre-correlation = average of power in frequency domain, results in
Frequency Power Detector (FPD)

Periodogram Detector (window = 0.5 ms)

M
1
T = 2 z R(k + (j — HM)[2Y
{

j=1}{k=1}

-20 -15 -10 -5 0 5 10 15 20
Frequency (MHz)

FPD test statistic without jammer at
SNR=-10dB
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Jammer detection (cont’d) 47 SESAR x

1. Power level — frequency domain (STFT)

Pre-correlation = average of power in frequency domain, results in
Frequency Power Detector (FPD)

Periodogram Detector (window = 0.5 ms)

(@]
o

N B
o o
T T

o
T

Power (dBm)
o

AN
o

] M
1 | )
T = z z IR(k + (j — HM)|2
e =

o)
o
T

&
S

-20 -15 -10 -5 0 5 10 15 20
Frequency (MHz)

FPD test statistic with double tone
jammer at SNR=-10dB
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Jammer detection (cont’d) 47 SESAR x

1. Power level — frequency domain (STFT)

Pre-correlation = average of power in frequency domain, results in
Frequency Power Detector (FPD)

Periodogram Detector (window = 0.5 ms)

|

Power (dBm)

J M
1 _ 5
T=s1 2, D, RG+G =DM
U=1}{k=1}

—éO -1‘5 —1‘0 —‘5 6 é 10 1‘5 2‘0
Frequency (MHz)
FPD test statistic with chrip jammer at

SNR=-10dB
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Jammer detection (cont’d) @ SESAR

F

gD:

1. Distribution of power level

Front-end = Distribution of IF data
Distribution tests for Gaussianity

1
12

=
l:

=
o

10

a B
‘ E
&
EI_-l.II IIII- o - -
L n z 4 & ] 10 12 14

R e l'u'"'!l'ﬂﬂl.lﬂ".l zanan Receser fonl-2nd quanh zabon leve

=
=

e Chi-square goodness-of-fit test
* Jarque-Bera test

e Lilliefors test

* Anderson-Darling test

-
L=l

Histagram: of IF diea
Histzgram of IF da

o= L]

LG

Histogram of IF data (4-b|t) without and with strong jamming
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Jammer detection (cont’d) /% SESAR x

R

1. Distribution of power level

Front-end = Distribution of IF data

Kurtosis detector

PDF Detector
AM Jamming (JSR=50dB)

dibd No Jamming Scenario . %1073 O.O%hirp Jamming (JSR=30dB)
1 N 25
— _ 4 0.03
N anl(r(n) :Llr) 2 0.01"
- 2 Zooz X15 e
(% ZN—l(T(n) - :ur)z) 1 -“-o.oosv
n= 0.01
0.5
0 0" ' 0
-50 0 50 -400 -200 0 200 400 -50 0 50

X X X
Histograms of IF data without and with different jamming
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Jammer detection (cont’d) /% SESAR x

1. Distribution of power level

Front-end = Distribution of IF data
Kurtosis detector

5 Kurtosis Detector (window=1ms)
o T I

T T

3 /\/\/\M 4
281 Jammer OFF / .|
261 Jammer OFF |

1 «nN
N anl(r(n) - :uT')4 %24‘

(% Y rm) - ur)z)2 : |

T =~ 3 for Normal distributions
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Jammer detection (cont’d)

Filtering (jamming mitigation in frequency domain)
Pre-correlation = IIR filtering
Notch filter

ka =0.500000 |- - Zn)

 1-zy(m)z™*
1 —kyzy(n)z 1

Hy(2)

| zy(n)] as test statistic

1 N
T==> |z
n=1

Frequency [MHZz]

20 40 60 80 100
Time [i s]
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Comparison of jamming detectors 2% SESAI

Single AM-tone Single FM-tone

L e e < ] O ----Q - Q0
0.9/ --TPD 1 0.9 -e-‘ll:'ll:g
-o-FPD e
0-8 B Welch 7 0'8 [ Welch
0.7} -o-Periodogram - 0.7 -o-Periodogram |
-o-Kurtosis “ Kurtosis
0.6 o Notch Filter | 0.6 -©-Notch Filter ||
n_-u 0.5+ ©AGC 1 n_-a 0.5+ ©AGC
0.4 | 0.4- -
0.3 L 0.3 R
0.2| LR 0.2 ; P
0.1} 0.1 )
e 12.5 12 ) S , 125 12
s S s : : Y- ' '
-30 -20 -10 0 10 20 -30 -20 -10 0o 10 20
JSR (dB)

JSR (dB)
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Comparison of jamming detectors 747 SESAR x

Single Chirp Dual Chirp

R © : ‘ ' B ?
-o-TPD S
0.9 -o-TPD ] 0.9 | oFpD
-o-FPD | | Welch .
0.8 We!ch 0.8 -o-Periodogram o
0.7 -o-Periodogram | 0.7 '|-= Kurtosis o
-o-Kurtosis -©-Notch Filter 3
0.6 -©-Notch Filter | 0.6 | oaGe ?
n-_u 0.5 -©O-AGC ] n:a 0.5 ::
0.4/ : 0.4 ‘ «—"’@
F] 0.3

o3 I Ne T 0.3 !

. 0.2 N
o2f & 0.2 ~ !

0.1 !
0-1 0.1 [ -4 -3 2 a.
’ : 12.5 12
o B o \ : R T Sy Toiis - '
-30 -20 -10 (1} 10 20 -30 -20 -10 0 10 20
JSR (dB)

JSR (dB)

GATEMAN Workshop (8th SID)

© 2018 — GMV, ISMB, TUT. All rights reserved. Licensed to the SESAR Joint Undertaking under conditions.



%% SESAR 44’

i JOINT UNDERTAKING
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Comparison of jamming detectors ;
oMV i =

Multiple Chirps Fast Chirp

© ﬂ ----- @ ©
-o-TPD '
0.9 o FPD "u "F 0.9 e-TPD
0.8 Welch : 1 0.8 - g-\s\ll::lejlch
-o-Periodogram /08 P i
0-7 N —(:l'*KUFtOSiS O ’ 0'7 I -G-EerItOd(?gram 1
- . N7 e - urtosis
0.6 gggtcch Filter ! D e i 1 0.6 -©-Notch Filter
- P O - ©-AGC
a 0.5} [ 0.5 . a 0.5
o N R -
0.4! P 8 7 6 0.4 .
0.3 ; : q 0.3 et
0.2/ .Q 1 0.2 '
0.1} : 0.1
. 53’ ) & - -12.5 12
0@ o : d—ennnnrn—o—0 : '
-30 -20 10 0 10 20 -30 -20 -10 0 10 20
JSR (dB) JSR (dB)
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Comparison of jamming detectors 4% SESAR x

R

Narrowband pulse (DME-like) Narrowband noise (1MHz)

I e e ©-enneanes o
_ _ _ -o-TPD
0.9 0.9 -o-FPD
0.8/ 0.48 8 0.8 Welch
0.46 s ! -o-Periodogram
0.7/ 044 e a 0.7 d & Kurtosis _
0.6 042,075 ‘\@ ] 0.6 i “©-Notch Filter |-
n_"-’ 0.5 15 15.5 16 g n-a 0.5 :; ©-AGC |
-o-TPD ; ;
0.4 | o-FpD ; ] 0.4 / 0.825[ T L.e""
0.3 Welch S 0.3/ 82 e
-o-Periodogram : 0 ¥ 0.815[
0.2 | | o Kurtosis EE 0.2/ 0.81
| [©-Notch Filter S v 0.805| - |
0.1 o5aGc g 0'1$ -22 2195 -21.9
© -© © © Q@i & O ¢ S < S S S S
-30 -20 -10 0 10 20 -30 -20 -10 0 10 20
JSR (dB) JSR (dB)
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Summary jamming detection

> AGC and TPD are

A
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Minimum JSR needed to be
able to detect the jammer

Simple and mOSt Jammer Type in at least 50% of cases with
the best detector [dB]

reliable detectors

AM <-30
Short and narrow band .y 50
pulse are hard to Chirp 50
detect Dual-chirp 0
Detection thresholds Multi-chirp -10

Fast chi -10

must be found and set ast cnirp

NB <-30dB
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Direction finding (DF) and localization /F SESAR

Observables for localization

* Phase » Jamming signal
e Time characteristics and

arameters are unknown
* Frequency P

* Power j(t) = \[PisinQ2rf, ()t + 6,)

fay =7
t =7

P =

» Typical methods (ToA, RSS, FoA) are not applicable
» Differential methods required

GATEMAN Workshop (8th SID)
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Jammer Direction finding (DF) and 47 SE3AR x
localization gnv i B
Observables for jammer
localization
1. Measurements at 2
 AoA (phase difference antennas
 TDoA (time difference) 7 Measurements at 2
] DRSS (power difference) positions at different time
U FDoA (frequency difference) (signal parameter constant

during that time)

GATEMAN Workshop (8th SID)
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Estimation of AoA

o AOA (phase difference)

Incident
Wavefront

) V-« % Phase
' difference

- d -
Antenna Antenna
1 2

A
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AoA: estimate from spatial

spectrum of signal at different
antenna elements

P(O) = a(0)"R~1a(H)

(Capon method)

** Multiple antennas as antenna array
** Requires antenna array calibration

GATEMAN Workshop (8th SID)
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Estimation of AoA -- Spatial Spectrum ;7 SESAR x

Capon method with 3 element antenna array

maximum at true angle——-'—""'

2+ maximum at true angl

power (dB)
=

power (dB)
o

=1+r
D L
=2t
-0.5+
-1 L I L -3 L L !
-200 -100 0 100 200 -200 -100 0 100 200
azimuth in degree azimuth in degree
Interelement spacing: 1m Interelement spacing: 2m

GATEMAN Workshop (8th SID)
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Estimation of AoA -- Spatial Spectrum ;7 SESAR x

Capon method with 3 element antenna array

3 ; ; . 3
maximum at true angle——-'—""' ~E—— maximum
2.5¢ local mdx. bt true angle
2 L
2 L
E. I —
T 1.5 E 1
o 0.5 o 07
o o
D L
=1+t
-0.5 ¢
-1 : : : -2 : : :
-200 -100 0 100 200 -200 -100 0 100 200
azimuth in degree azimuth in degree
Interelement spacing: 1m Interelement spacing: 3m

** Ambiguities can be avoided with small interelement distances
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Estimation of Position from AoA % % SESAR 44’

JOINT UNDERTAKING
R

2000

o AoA (phase difference) e ;.-:mm; ‘
= = =gongl. ApA cune
0 = arcsinAqﬁ12 - 0
d 27ch 500
E o =,
* Triangulation to compute " o e
position with a pair of ACAs,
from typically two ws00 |
different locations oco L _ | | _

x (m)

GATEMAN Workshop (8th SID)
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Estimation of TDoA 747 SESAR x
o TDoA (time difference)
8000 | | ' TDoA: estimate from cross-
7000t 9 1 . . .
ool _ correlation function of signal
5000 Zi.}:o.g.:m | at different antennas
o 4000 .
Rrirs@ = | (G, (D af
2000+ —00
1000 0
So0 50 0 50 100 Gr,r, (f) = j Ry v, (T)e—jant dr
time lags (samples) o

CC function for double chirp signal

s Time synchronized antennas
*** Interpolation of CC func. to get sub sample time resolution

GATEMAN Workshop (8th SID)
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Estimation of TDoA — CC function 747 SESAR
Cross-correlation function for different signal types
10000 I 8000 interpol. estimate:
70001 TP i 115 samples
8000 true delay: 7 i 6000 |
'-1.5 samplc'as ‘
6000 -'n-tle.ipsa'.'nf;fé?ate' ] 5000 | n ” ” 9 ﬂ n n
o] o 4000 | %
4000 ] 3000t
2000+
| il WN "
1000
0 0 ; : :
-500 0 500 -400 -200 0 200 400
time lags (samples) time lags (samples)
CC function of double chirp signal CC function of FM signal

55m delay error

s Accuracy of CC function depends on bandwidth of signal




A

Estimation of TDoA — CC function 747 SESAR
Cross-correlation function for large baseline
5000 ' ™ true delay | 0.05
true delay:——»g
4000 @ 0.04
=
3000 f § 0.03
J Q.
2000 8 0.02
o
1000 0.01
-:?000 -1000 0 1000 2000 -2000 -2000 0 2oloo 4000
time lags (samples) time lags (samples)
CC function of double chirp signal GCC-PHAT function of double chirp

8 km delay error

¢ Different types of transforms for CC funct. -> different performance
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Estimation of Position from TDoA 47 SESAR
oMV i =
. 2000 .
o TDoA (phase difference) 8 g wunpon
1500 -E-::me{nnﬁﬁ}ma f""i
r = AT12C + &) 1000 1 ,""
500 ,’J
E. &
* Trilateration to compute = v X
position with a pair of 2 =
TDOoAs , e .
from 3 antennas with 1500 1 i
large baseline, but also N0 . - s
from 2 antennas at «m

different location

¢ Three antennas can provide position estimate
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Estimation of Position from TDoA “ 4% SESAR x

2 100 200
50
E o !
1t . \T<' 100
50
-100
.E. 0 ¥-100  -50 0 é or
% x
-1t -100 |
_2 i i i i -200 L L L !
2 -1 0 1 2 -200 -100 0 100 200

y (m)

** Antenna baseline crucial parameter determining geometry
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Estimation of FDoOA “ /% SESAR x

R

o FDoA/DD (frequency difference
/ Doppler difference)
FDoA: compute Cross-
, Ambiguity Function (CAF)
_' st §) function of signals at different
antennas, estimate DD from
CAF

4, 7
Il

T

At fy) = j 51 (O)s5(t + 1) exp(2mjfpt) dit
0

CAF single Chirp pulse

** Frequency & time synchronized antennas and knowledge

about centre frequency
**Receiver and/or transmitter in motion

GATEMAN Workshop (8th SID)
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Estimation of Position from FDoOA

o FDoA/DD (frequency
difference/Doppler difference)

Afi,c
——==— 1
fe

1]l

Vr,z

6, = a, 1 + arccos

* Trilateration to compute
position with pair of FDoAs,
from 3 antennas with
large baseline, but also
from 2 antennas at
different location

y (m)

2000

gnVv s

A

ﬁ_ .
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Roelle_

1500

1000 |

500

-1000

-1500

-2000 -
-2000

e mg{uﬂlulhpm

W antenna i
W anlenna 2

= = =conat. FOOA curve
|

-1000

2000

** Time and frequency synchronized antennas and estimate of

centre frequency
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Jammer DF/localization scenario '('f@;j SESAR

 Jammer at 1000m distance at 119°
e Capon spectrum estimator (MVDR)

e cross-correlation function with phase transform (GCC-
PHAT)

* linearized LS for TDoA based positioning

Large baseline (60m—10km) - TDoA Small baseline (1m)- AoA

GATEMAN Workshop (8th SID)
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103
—f— AM-tone
== chirp
27 = FM-tone
10 4 w— dual-chirp
—#— multi-chirp
—~ 103 = —a— fast chirp
£ U 1ol —6— DME like
— E —p— narrow band noise
g e A M g
-tone 0
E —&— chirp = 10
~—#— FM-tone - 4
0l dual-chirp
107 1 —— mutti-chirp -1
-8 fast chirp 10
—&6— DME like
—g— narrow band noise
: ' 1072 ' '
-20 0 20 40 =20 0 20 40
JSR (dB) JSR (dB)
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Assumptions / errors sources # 7 SESAR ¥ ’

NNNNNNNNNNNNNNNN

* Antenna array calibration perfectly calibrated
* Narrowband signal and far field assumed for AoA model
* Receiver location/aircraft position perfectly known

GATEMAN Workshop (8th SID)
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Summary jammer DF/localization “% SESAR x
AOA

* Antennas as array, array requires calibration

* Antenna elements closely spaced

* Narrowband signals (more complex for wideband signals)
e At least 3 elements for unambiguous DF

o bearing only
o 2D Positioning with 2 AoAs from different array locations
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Summary jammer DF/localization g7 SESAR
TDoA

* Synchronized antennas

* Antennas spacing in the order of receiver—emitter distance
 Wideband signals (not working for very narrowband signals)
* Interpolation of CC function for improved time resolution

* Less complex than AoA and FDoA

o Large antenna baseline for distant emitter
o 2D Positioning with 2 TDoAs from different array locations

GATEMAN Workshop (8th SID)
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Summary jammer DF/localization g7 SESAR
FDoA

 Time & frequency synchronized antennas
* Narrowband signals
* Accurate FDoA are difficult to obtain

 More complex than TDoA and AoA

o 2D Positioning with 2 FDoAs from different array locations
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